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Abstract - All over the world, networks of all sizes are under attack daily. Modern firewalls,
intrusion detection systems (IDS) and other detection and prevention tools are used to defend the
networks against these malicious attacks. Traditionally, these tools were designed and built based on
information from past attempts at breaking into a system, and from the stolen data. A different tool called
honeypot was developed to capture the important information for improving the design of a firewall, 1DS,
anti-malware application or any other security solution. It is designed to reduce or eliminate the need for
a system breach in order to learn the intentions, tools and procedures of the hackers in penetrating the
system. A honeypot simply replicates a real network with fake data that a hacker will attempt to steal
from. This paper analyzed the concept of honeypot with its functions and technology, which is becoming
not just an important component in a layered system of protection against intrusions but also as valuable
simulation resource for teaching security concepts in academic institutions like University of Luzon.
Moreover, it implemented a Windows-based honeypot as additional learning tool for the teachers and
students of its information security courses. Using combined criteria consisting of detection scope,
emulation accuracy, quality of collected data, scalability and performance, reliability, extensibility, ease
of use and setting up, embeddability, support and costs, the study deployed a low interaction, server-side
type of honeypot appropriate for educational purposes at the University of Luzon. Furthermore, it
presented honeypot’s configuration and deployment requirements and highlighted the features and
functionalities as additional security tool by simulating attacks using vulnerability assessment and
penetration testing tools including Kali Linux and Nessus.

Keywords: honeypot deployment

INTRODUCTION design of a better firewall, IDS, anti-malware
application and other security solutions.
Honeypots have demonstrated their

value as a research tool in the field of

All over the world, networks of all sizes
are under attack daily. Modern firewalls,

intrusion detection systems (IDS) and other
detection and prevention tools attempt to defend
networks against these malicious attacks.
Traditionally, these tools have been built based
on information from past attempts, successful or
otherwise, at breaking into a system, and from
stolen data [1]. A honeypot is designed to reduce
or eliminate the need for a system breach in
order to learn about what the hackers are using
to penetrate the network.

A honeypot simply replicates a real
network with fake data that a hacker will attempt
to steal from, thus showing what their intensions
are. These informations are important in the

Information Technology and as a powerful
educational tool in  modern computer
laboratories [2]. Honeypots are, in their most
basic ~form, fake information  servers
strategically positioned in a test network, which
are fed with false information disguised as files
of classified nature. In turn, these servers are
initially configured in a way that is difficult, but
not impossible , to break into them by an
attacker, exposing them deliberately and making
them highly attractive for a hacker in search of a
target. Finally, the server is loaded with
monitoring and tracking tools so every step and
trace of activity left by a hacker can be recorded
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in a log, indicating those traces of activity in a
detailed way.

Honeypots can be used for many
different purposes including, the monitoring of
scanning activity of worms or bots, learning
about compromised nodes, identifying new
exploits and vulnerabilities, capturing new
malware, studying hacker behaviour and looking
for internal attacks from insiders, among others.
Naturally, the purpose of deployment impacts
both the honeypot technology selection and the
way it will be deployed [3].

Many researchers, organizations and
academic institutions are using trap-style
networks to learn the tactics, techniques and
procedures used by the hacker community to
break into information databases without
authorization, which could contain potentially
sensitive information. Additionally, honeypots
provide teachers and students with a tool that
allows them to study security events thoroughly
and in a modular way, which is a very desirable
characteristic when it comes to teaching
Information Security courses.

This research aimed to implement a
honeypot in the laboratory room of University of
Luzon’s College of Computer Studies for
educational purposes and is bound to the
following objectives: (1) To find out the type of
honeypot that should be implemented for
University of Luzon in terms of level of
Interaction, implementation environment, and
type of communication architecture; (2) To
determine the criteria to be used in selecting a
honeypot for University of Luzon; and (3) To
determine the functionalities of the honeypot to
be installed in the laboratory room of University
of Luzon.

METHODOLOGY

The research work includes the
identification of the right type of honeypot to be
deployed at University of Luzon. It was based
on factors including the level of interaction,
deployment environment, ease of use among
others. The honeypot configured and deployed
inside the computer laboratory of the University
in a server mode. Attack simulations were
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conducted using penetration and wvulnerability
assessment tools so as to easily evaluate the
performance and other functionalities of the
deployed honeypot. A dedicated computer was
used to attack the target computer where the
honeypot is installed. Simply put, the honeypot
installed and deployed in a controlled
environment and for educational purposes only.

This study used focus group discussion
and documents review in collecting the project
study’s data. Focus group discussion was
utilized in the preparation of the computer
laboratory to be used in the honeypot set-up and
configuration. Discussion topics include
identifying the computer to be used as honeypot,
the attack computer specification, attack
software to be used, attack simulation details
and expected data to capture, with the
Laboratory Administrator, one student assistant
and the Dean of the College of Computer
Studies as major participants.

White papers, blogs and research
literatures related to honeypot, Windows-based
low interaction honeypot software, vulnerability
assessment and penetration testing software
were studied and evaluated to identify the right
mix of references for the chosen topic.
Document review was also utilized in gathering
information on criterions for evaluating
honeypot, simulation attack methodologies and
application of honeypots in educational
institution.

RESULTS AND DISCUSSION

Type of honeypot that should be implemented
for University of Luzon

In terms of level of interaction, low
interaction honeypot is suitable for University of
Luzon’s operation compared to high interaction
honeypot. A significant advantage of low
interaction honeypot is that it requires very little
maintenance and setup time. Also, since low
interaction honeypot doesn’t use real operating
system and just emulates the services, there’s no
risk involved with allowing an attacker to be on
the honeypot. Attackers can abuse the honeypot
as much as they want without exposing critical
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systems and affecting other systems in the
production environment.

In term of implementation environment,
since the honeypot to be deployed is for
educational purposes, research honeypot is
appropriate. It will not be part of the institution’s
main production network thus has no direct
security value to the institution’s infrastructure.
Finally, in terms of the type of communication
architecture, server-side honeypot is more
appropriate since the honeypot is to be deployed
to wait for attacks rather than it initiating the
communication. Furthermore, server-side
honeypot require less implementation effort than
client-side honeypot as it doesn’t have to have a
sophisticated crawler engine.

Criteria to be used in selecting a honeypot for
University of Luzon

The evaluation criteria was adopted in
selecting the low interaction server-side
honeypot for University of Luzon. The criterions
are the following: Detection Scope, Accuracy of
Emulation, Quality of Collected Data,
Scalability and Performance, Reliability,
Extensibility, Ease of Use and Setting Up,
Embeddability, Support and Costs [3].

The search for low interaction server-
side honeypot suitable for University of Luzon
involved  priority  criterions  before  the
application of the criterions stated above. The
criterions include costs (it should be free),
available documentation, online reviews and
ease of setup. Based on the priority criterions,
the selection was trimmed down between
Honeyd and KFSensor — the two being free and
popular. Finally, KFSensor was chosen over
Honeyd because the latter is more difficult to set
up. There was limited documentation especially
on its network configuration and the scripts used
to run services on the virtual honeypots.
KFSensor on the other hand, is easy to install
and configure. All it takes is few minutes for set
up and to become operational. There’s no need
for special hardware and it runs even on low
specification Windows machine. Its
straightforward Windows interface controls all
functionality. There’s no need to edit complex
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configuration files and it comes pre-configured
with all the major systems required.

Functionalities of the honeypot

On top of the criterions in selecting the
honeypot suitable for University of Luzon’s
objective, the following are the minimum
functional requirements of the honeypot:

a. Ability to adapt to different ports as

they are being scanned
b. Ability to log activities on specific
ports

There are three (3) attack simulations
conducted to determine how the honeypot
handle and record attacks. The first attack
simulation was the used of the ping command.
The ping (Pocket Inter-Network Groper)
command is a security tool, which is used to
determine if a particular IP address is existing
and can accept requests. It is used to diagnose if
a computer is actually operating. It works by
sending an Internet Control Message Protocol
(ICMP) echo request to a specified interface on
the network and wait for a reply. It is usually
used for troubleshooting to test connectivity and
determine response time.

Figure 1. Pinging the honeypot

The actual screenshot in using the ping
command is shown in Figure 1. The ip address
used is the ip address of the honeypot.
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Not shown: 910 closed ports
STATE SERVICE VERSION
open tcpwrapped
open tcpwrapped
open tcpwrapped
open daytime
open chargen
open chargen
open ftp Microsoft ftpd
open tcpwrapped
open telnet Microsoft Windows 2000 telnetd
open smtp Microsoft ESMTP 6.0.3790.0
open tcpwrapped
open tcpwrapped
open http Microsoft IIS httpd 1.0
open http Microsoft IIS httpd 10.80
open http Microsoft IIS httpd 16.8
open http Microsoft IIS httpd 10.0
open pop3
open tcpwrapped
open tcpwrapped
open tcpwrapped
open msrpc Microsoft Windows RPC
open netbios-ssn Microsoft Windows netbios-ssn

Microsoft Windows International daytime

Figure 3. Nmap Report Showing Open Ports

The second attack simulation is
scanning the honeypot using Kali Linux Nmap.
The nmap reports show, among others, that the
host is up (Figure 4) and the open ports (Figure
5). Nmap (or Network MAPper) is a free and
powerful utility for network discovery and
security auditing. It is useful for tasks such as
network inventory, managing service upgrade
schedules and monitoring host or service uptime.
Nmap uses raw ip packets to determine what
hosts are available on the network, what services
(application name and version) those hosts are
offering, what operating systems (and versions)
they are running, what type of packet
filters/firewalls are in use, and more other
characteristics [4].

The third attack simulation is scanning
the honeypot using Nessus. Nessus is a
vulnerability scanner used in vulnerability
assessments and penetration testing
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engagements. It uses the Common
Vulnerabilities and Exposures architecture for
easy cross-linking between compliant security
tools. It employs the Nessus Attack Scripting
Language (NASL), a simple language that
describes individual threats and potential
attacks. Nessus performs its scans by utilizing
plugins, which run against each host on the
network in order to identify vulnerabilities.
Plugins can be thought of as individual pieces of
codes that Nessus uses to conduct individual
scan types on targets. Plugins are numerous and
wide in their capabilities. For instance, a plugin
could be launched and targeted at a host to
identify which operating systems and services
are running on which ports [5].

Figure 4 shows the result in the Nessus
monitor after a Nessus scan. As shown in the
figure, wvulnerabilities are presented and
categorized according to criticality level.

pang
%

Figure 4. Result of a Nessus scan

The screenshots presented above are
from the simulated attacks conducted from the
attack computer. The corresponding report from
these attacks as captured by the honeypot is
presented in Figure 5. As shown, different colors
are used to separate each attack.
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Figure 5. Report of the KFSensor Honeypot

The honeypot used is a Windows-based
KFSensor. KFSensor as a security solution that
acts as a honeypot designed for Windows
systems whose job is to attract and detect
attackers and worms by simulating vulnerable
system services and Trojans. It acts as a decoy
server to divert attacks from critical systems and
provide a higher level of information that can be
achieved by wusing firewalls and network
intrusion systems alone [6]. It contains many
innovative and unique features such as remote
management, a Snort compatible signature
engine and emulations of Windows networking
protocols. It is convenient to use due to its GUI-
based management console, extensive
documentation and low maintenance
requirement.

CONCLUSIONS

The type of honeypot appropriate for
University  of  Luzon’s  purpose of
implementation is a server-side low interaction
honeypot. Furthermore, it is a research honeypot
since it will be implemented for educational
purposes and will not be deployed in the
production network. Criteria for evaluating the
KFSensor honeypot for University of Luzon’s
honeypot implementation like Detection Scope,
Accuracy of Emulation, Quality of Collected
Data, Scalability and performance, Reliability,
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Extensibility, Ease of Use and Setting Up,
Embeddability, Support and Costs were useful.

RECOMMENDATIONS

It is recommended that the University of
Luzon should implement a Windows-based low
interaction server-side honeypot for its computer
laboratory. The concept of honeypot including
its advantages and functionalities as additional
layer of security solution can be learned and
appreciated by its users easily using this type of
honeypot.
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